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1.0 Purpose

The purpose of the Acceptable AI Use Guidelines is to establish common standards for the ethical, transparent, and secure use of Artificial Intelligence (AI) across State of Hawaii agencies. Through effective governance and risk management, these guidelines aim to harness the benefits of AI innovation while protecting the privacy, rights, and safety of Hawaii’s residents.

2.0 Authority

Hawaii Revised Statutes (HRS) section §27-44[footnoteRef:2], established within the Office of Enterprise Technology Services, Department of Accounting and General Services, under the authority of the Chief Information Officer, the Chief Data Officer to develop, implement, and manage statewide data policies, procedures, standards, and guidelines. HRS section 27-44 also established a Data Task Force to assist the Chief Data Officer in developing the State’s data policies, procedures, and standards. [2:  HRS § 27-44.  https://www.capitol.hawaii.gov/hrscurrent/Vol01_Ch0001-0042F/HRS0027/HRS_0027-0044.htm.] 


3.0 Scope

	3.1 State Agencies

The Acceptable AI Use Guidelines apply to all State agencies. 

The Acceptable AI Use Guidelines provide high level guidelines on the procurement, implementation, and daily operation of AI technologies. Each agency shall develop additional policies and guidelines as necessary according to relevant federal and state laws and regulations, both at the departmental and programmatic level, to ensure compliance with its operations. When a conflict exists between the Acceptable AI Use Guidelines and an agency’s policy, the more restrictive policy will take precedence.

3.2 Definitions

The ethical, transparent, and secure deployment of AI systems in a manner that prioritizes data privacy, professional integrity, and the maintenance of public trust. Use is considered "acceptable" when it aligns with the following core characteristics of trustworthiness:[footnoteRef:3] [3:  NIST AI Risk Management Framework (AI RMF).  https://www.nist.gov/itl/ai-risk-management-framework.] 

· The system performs as intended and produces accurate results.
· The agency can explain how the AI was used and who is responsible for its outcomes.
· It protects sensitive state data and personally identifiable information (PII).
· It does not create or amplify discriminatory outcomes for the public.

3.3 Covered Use 

The Acceptable AI Use Guidelines apply to all AI technologies—including generative models and automated decision systems—utilized by State agencies across cloud, on-premises, and local environments. These guidelines align with the NIST AI Risk Management Framework[footnoteRef:4] and ISO/IEC 42001 standards[footnoteRef:5], ensuring that AI deployment remains transparent, secure, and compliant with State data retention and privacy policies from implementation through system decommissioning. [4:  NIST AI Risk Management Framework (AI RMF).  https://www.nist.gov/itl/ai-risk-management-framework. ]  [5:  ISO/IEC 42001:2023 Information technology — Artificial intelligence — Management system.  https://www.iso.org/standard/42001.] 


4.0 Information Statement 

Each State agency is responsible for ensuring that any AI system deployed under its jurisdiction is implemented with accountability, safety, and legal compliance. The following are the recommended minimum requirements:

· Transparency and Mandatory Disclosure:
Each agency must clearly label AI-generated content (text, images, video) and disclose when a citizen is interacting with an AI system or chatbot rather than a human. 

· Human Oversight and Accountability: 
AI must not operate in isolation or make final autonomous decisions. Human validation is required to review inputs and verify outputs for accuracy, relevance, and factuality. Each agency shall prohibit the use of unexplainable or "black box" AI for decision-making or approval processes.

· Fairness, Equity, and Bias Mitigation: 
Each agency shall implement proactive testing, continuous monitoring, and prompt remediation of systemic, computational, or human biases to ensure equitable outcomes for historically marginalized communities.

· Data Privacy and Information Security:
To prevent data breaches, each agency strictly prohibits inputting personally identifiable information (PII), confidential data, or sensitive state intelligence into unapproved or public generative AI models.

· AI Inventories and Centralized Governance: 
Each agency shall maintain and regularly update a centralized inventory of all AI systems in use or in development and make them publicly available to promote transparency.

· Vendor Procurement and Auditing: 
Each agency shall require third-party AI developers to provide transparency into their models, share audit results, and certify that they have implemented proper AI governance and security protocols.

5.0 Compliance 

The Acceptable AI Use Guidelines shall take effect upon publication. Compliance is strongly recommended to mitigate legal, ethical, and security risks associated with emerging technologies.

6.0 Contact Information 

Submit all inquiries and requests for future enhancements to the Chief Data Officer, Office of Enterprise Technology Service, Department of Accounting and General Services, at data@hawaii.gov.

Additional data related policies and guidelines documents can be found at data.hawaii.gov. 

7.0 Definitions of Key Terms

All terms shall have the meanings found in the Data & AI Glossary (under Glossaries at https://data.hawaii.gov/). 

· Artificial Intelligence (AI): Artificial Intelligence (AI) refers to a machine-based system that can, for a given set of human-defined objectives, make predictions, recommendations, or decisions influencing real or virtual environments.[footnoteRef:6] [6:  NIST Special Publication 800. https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-218A.pdf. ] 


· Generative AI (GenAI): Generative AI (GenAI) refers to a class of AI models that can create new content, including text, images, audio, video, or software code, based on the data they were trained on and the prompts provided by users.[footnoteRef:7] [7:  National Institute of Standards and Technology Glossary. https://csrc.nist.gov/glossary/term/generative_artificial_intelligence ] 


· Human-in-the-Loop (HITL): Human-in-the-Loop (HITL) refers to the need for human interaction, intervention, and judgment to control or change the outcome of a process, and it is a practice that is being increasingly emphasized in machine learning, generative AI, and the like.[footnoteRef:8] [8:  MIT Press. https://hdsr.mitpress.mit.edu/pub/812vijgg/release/3 ] 


· Algorithm: A set of defined steps or rules designed to perform a specific task or solve a problem. In the context of AI, algorithms are the underlying mathematical structures that allow machines to learn from and process data.

· AI Bias: AI Bias refers to the occurrence of biased results due to human biases that skew the original training data or AI algorithm—leading to distorted outputs and potentially harmful outcomes.[footnoteRef:9] [9:  MIT Press. https://www.ibm.com/think/topics/ai-bias  
] 



8.0 Revision History

	Date
	Description of Change

	
	Reviewed and approved by Data Task Force

	
	Reviewed and approved by AG/OIMT




Page 2 of 4


Page 1 of 7

image1.png




