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ACT 167 establishes a data task force with 10 members to assist the CDO in developing the
State’s data policies, procedures, standards, and tool recommendations

Appointed by Names Affiliation

ACT167 Section 27-44 (d) Rebecca Cai Enterprise Technology Services

Speaker of the House of Representatives Representative Perruso House of Representatives

Speaker of the House of Representatives Thomas Lee Hawaii Data Collaborative

President of the Senate Kaimana Bingham Hawaii Green Growth

President of the Senate Torrie Inouye Bank of Hawaii

Chief Justice of the Supreme Court Mai Nguyen Van Hawaii State Judiciary

Superintendent of Education Tammi Oyadomari-Chun Department of Education

Director of Human Services Ranjani Starr Department of Human Services

Director of Health Steve Sakamoto Department of Health

Director of Business, Economic Development & Tourism Eugene Tian Department of Business, Economic development & Tourism

President of the University of Hawaii Sandra Furuto University of Hawaii




Hawaii Data Task Force Mission

Pursuant to ACT 167 section 27-44, the Data Task Force was established “to assist the Chief Data Officer in
developing the State’s data policies, procedures, and standards”, including but not limited to:

1. Developing and implementing the State’s data policies, procedures, and standards;

2. Recommending and implementing processes and tools to improve inter-departmental and intra-
departmental decisions making and reporting;

3. Ensuring compliance and implementation of established data policies, procedures, and standards;

4. Securing the resources needed to implement established data policies, procedures, and standards, as
well as the processes and tools;

5. Acting as advocates to the legislature and the general public of the established data policies,
procedures and standards, as well as the tools recommended.

Need your advocacy




Hawaii’s Journey to a
Data-Driven Future

March 18th, 2024




ACT 167 calls for establishing state-wide data policies, procedures, standards to facilitate data
sharing and recommend process and tools to improve inter-operability

€
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§27-44 electronic data set availability;

develop, implement, and manage statewide data policies, procedures, and standards
pursuant to section 27-44.3 and to facilitate data sharing across state agencies

FEach executive branch department, including the department of education and the University of
Hawaii, shall use reasonable efforts to make appropriate and existing data sets maintained by
the department electronically available to the public through the State's open data portal at
data.hawaii.gov or successor website designated by the chief data officer

The chief data officer shall use the state information assets and analytics to research and

recommend processes and tools to improve inter-departmental and intra-departmental decision
making and reporting.

Section 27-44.3 .. shall develop policies and procedures to implement section 27-44, including
standards to determine the data sets that are appropriate for online disclosure as provided in
section 27-44 and the data set format standards to be used by all agencies in making their
data sets available
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Data guiding principles

Use case driven — phased approach building on small success

Impact focused — measurable impacts by each use case

Dynamic solutions — automated data processing

Embrace Al — governed data and Al usage throughout data lifecycle




Pursuant to ACT 167, our action plans include strategy, standards, governance framework,
as well as approach, business capabilities, and tools to create value and impacts

Create a state data strategy with clear vision, mission, goals, and actionable objectives to guide data
operations, drive impacts, and improve citizen services.

Identify and create data related policies, procedures, and standards necessary to ensure protection
while promoting data sharing to support policy decisions, operational efficiencies, and citizen services.

Establish a data governance framework with clear ownership and responsibilities to create, manage
and enforce data policies, procedures, and standards for trusted and sustainable data and Al use.

Adopt a use-case driven, impact-focused approach to ensure a successful journey in driving impacts
through proper data governance and data processes and tools adoption.

Define business questions and processes in order to fully utilize data to empower business in policy
recommendations, operational decisions, and citizen services operations.

Research and recommend tools to create a dynamic data ecosystem with proper security, access
control, managed data sharing, while empowering business with all data functions needed.

Detailed slide for each to follow 2
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Hawaii will drive trust, transparency, citizen satisfaction, and innovation through
responsible use of data and Al in public services

Vision Mission

To drive trust, transparency, citizen satisfaction, Cultivate a data-driven, impact-focused, and citizen-centric culture to
and innovation by improving security, quality, promote data sharing and integration, privacy protection, evidence-
accessibility, accountability of data and Al. based policy making, and responsible use of data and Al.

Goals Objectives

Protect privacy, ensure Create data classification and masking standards for all data and Al use.
security and compliance * Protect data privacy according to Federal and State laws & regulations.

Establish standards, procedures and tools to manage and improve data quality.

Improve quality, accuracy
G Define data and Al governance according to data quality to promote trust.

and reliability

Promote accessibility and * Catalog all state data and integrate master data to enable citizen-centric solutions.
inter-operability Establish data sharing standards and recommend tools to improve inter-operability.

Drive accountability and * Identify owners of data set and Al use cases with clearly defined responsibilities.
transparency Update open data standards to ensure governance & transparency in data & Al use.

Ensure equity and ethical * Build data and Al governance framework to ensure equity throughout their lifecycle.
T N ENXICEICE Y.\l * Create auditing mechanism to ensure equitable and ethical use in data and Al.

Trust, transparency, citizen satisfaction, innovation 8




Q@ To achieve strategic goals, we will collaborate with departments to create data standards
and guidelines with ongoing review and updates as needed
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Acceptable Data Use in Al 1 1 1

l

Collaborative effort with departments
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Q@ Clear ownership and responsibilities at state, department, and data set levels will ensure
proper governance for trusted and sustainable data and Al use

State-wide rules:

Owners * State-wide Data Task Force (with

inputs from departments)

Department/Division/County? specific
rules:

* Department leads

* Department legal

* Department data

Dataset specific rules:

Department/Division data owners
(data stewards)

State-wide standards/guidelines:

* Data classification standards

* Data privacy & confidentiality
standards?

* Data quality standards

* Data equity standards

* Data catalog standards

* Data sharing standards

* Data retention standards

* Data proficiency training

* Acceptable use of data in Al

* Open data policy

* Data glossary

Responsibilities

Ensure departmental level governance:

* Data steward identification

* Data classification setup

* Data privacy/confidentiality? setup

* Open data sets identification

* Data catalog for departmental data sets
and owners

* Data retention requirements

Implement data set level governance:

* Data set access control rules

*  Data anonymization or aggregation as
necessary for open data sets

*  Ensure equity and privacy in data and Al
use case implementation

This is a journey!

1. Including counties - facilitate vertical collaboration between state agencies and counties
2. What fields can/can’t be shared with compliance/laws clearly identified
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e@ Driven by use case, data standards guide data lifecycle management to continuously create
measurable impacts through data applications including Al

Use case driven, technology enabled business capabilities with measurable impacts

Create impacts using data applications

Create data policies & standards Apply to data lifecycle management

Create impacts by use case through data

Apply data standards and polices throughout the data life
cycle, while data application tools will support every step in

Establish policies, procedures and processes to
ensures the security, integrity and accuracy of
data. this lifecycle.

insights, recommended actions, automated
processes, or generated contents.

Data Creation & Collection

Data
sharing

Data
catalog

4

Data science & analytics

Data
classification 1
Data
use privacy N
Impact tracking & Data cleansing & applications
data retention 6 2 transformation
1/A12
Data Data ML /Al
proficiency governance quality
policies & tools DL3
Data visualization Data storage &
Data Data 3 modeling
retention equity Data

Science

1. ML: Machine Learning.
2. Al: Artificial Intelligence. Excluding Symbolic Al here.
3. DL: Deep Learning.

11




e@ Business use cases and user questions determine data processes and tools to create
insights and recommend actions as needed

Business problems and/or
opportunities

Business questions Process & tool requirement Process & tool requirement Business questions

Where is our Identify data sources to facilitate data sharing: Automatically manage data ownership: How to request
data? . Auto gletect data sources . qutkflow to request/approve‘data sharing access to certain

. Real time API preferred vs. batch load . Ability to select row/column/field for access data??

. Shared data controlled by data owner

What data do Catalog data sets to provide transparency: Enterprise Master Data Management: e T e S
AL *  Auto detect data sets & data elements *  Create state-wide master identification linking to [P
) (S T . Dynamic data catalog with real time update each department records operability??

. Dynamic identification of data set owners . Al-enabled auto matching
Which data has Data access control clearly defined by data stewards: Enterprise geospatial data platform: How to relate
what access . Def!ne & enforce data ‘classmcatlon . Geocodlng, Spatial ar‘1aly5|s data to map
restriction?" . Define table/column/field level access . Geographic Information Systems and remote locations?

sensing
How to manage Systematically detect/correct data quality: Central platform for all shared data functions: How to safely &
data quality? . Auto detect quality issues with Al-enabled . Data engineeri|-1g, d‘ata .model, da?t.a'science effectively
recommended change for human approval (Al/ML), data visualization capabilities LR G ErED

. Quality tagging & reporting of data sets . Data owner control access
How to secure Tag and mask data e_lements for seFurlty and privacy: External & mtgrnal po.rtals for .daFa publishing: Where to
data privacy? . Row/Column/Field level security . Automatic, real-time publishing publish data

. Data masking rules with auto masking . Al;to wotrkflow to review/remove/mask sensitive after analysis?

information

. . Insights and/or
Business use case determines processes and tools recommended actions

1. Consider existing identity Access Management in solutioning.
2. Considerintegration with myHawaii ID in solutioning

12



e@ A federated data ecosystem is needed to apply state data standards and securely manage
shared data while empowering business with all data functions needed

Data management platform User interfaces

@efine/Apply g Manage

Data sources

classification master Data
rules
,.
Databases *** e\.
C > N N/ E Open data
() v v (public)
= @ b ©x @, © L
Identify Catalog data ag, mask & anage data Shared data )))

data secure data ownership & platform with
all data

&P E»E»E» D .,

SaaS applications

Datawarehouse
= Aﬁ A + Data management
A * Data modeling
Mainframe @ Identify @ Improve e Data sFien(fe (ML/AI)
geospatial data quality * Datavisualization -

data

Federation at state level for sharing and governance 13




9@ Process and tool research and recommendations will be conducted in 2024

Data ecosystem components

e
@ Identify data sources
@ Catalog data
@ Define/Apply classification
@ Improve data quality

Federated data

@ Tag, mask & secure data ~ management platform
@ Manage data ownership & sharing
@ Identify geospatial data
@ Shared data platform —

Ql

2024
Q2 Q3

@ Open data portal } Hosted open data website [ |

Q4

Ongoing review/update

»

Work break-down

Q Conduct research &
engage business

Q Review existing
=" policies & standards

Q Create draft
document

Seek input &

[°
- feedback

Vv Revise & refine

ot Finalize & approve

222 Disseminate
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Thank you!

Future meetings:
* Quarterly

* Proposed meeting time: 3-4pm June 17th, September 16th,
December 16th
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